External Access to TxDOT Information Systems
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External Access
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External entities, such as a Texas state agency or another external source may request remote access to a TxDOT computer information system.

TxDOT normally does not grant external, remote system access to TxDOT information resources. However, TxDOT may grant external, remote access to any information system at the discretion of the department.

All requests for external, remote access to TxDOT information systems are subject to the requirements, procedures, and guidelines described in the following subsections, which:

· summarize tasks performed by the external requester and TxDOT management, security administration, and technical support personnel

· help TxDOT manage security risks associated with external access by:

· requiring individual accountability for access

· ensuring proper coordination and assessment of impact to department resources

· securing and documenting the approval or reason for disapproval of the access request

· describe circumstances under which the department may provide external, remote access to TxDOT information systems to:

· governmental bodies

· businesses

· persons who are not TxDOT employees, consultants, contractors, or subcontractors
TxDOT provides public access to certain information at the department World Wide Web site (http://www.dot.state.tx.us) and file transfer protocol (FTP) server on the Internet. These facilities are isolated from the TxDOT network, so public access to the department Internet sites does not require permission and is not subject to department approval.

External Requests for TxDOT Information
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External access to TxDOT information may be requested by anyone through any TxDOT employee. The requester might be:

· an individual

· a local, state, or federal government entity

· a company or organization performing:

· work for TxDOT under a contract or subcontract

· transportation-related work for a local, state, or federal government entities

· a recognized transportation organization, such as the American Association of State Highway Officials (AASHTO) and Highway Engineering Exchange Program (HEEP).

Requests for information should be treated as public information requests (“open records request”) and forwarded to the district, division, or office open records coordinator.

Requests for external, remote access to TxDOT information systems should be forwarded to the office of primary responsibility (OPR) for the applicable facility or application, unless specifically permitted in the access criteria. If permitted, normal access request processing procedures will be followed.
Charges for External Electronic Access
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Charges for external remote access to any TxDOT information system will be provided a written service agreement.
External User IDs
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Security administrators (SAs) are responsible for managing external User IDs for users within their districts, divisions, or offices (D/D/Os). SAs for the divisions listed below are responsible for the external users specifically identified.

· Construction Division (CST):

construction and maintenance contractor users of the Electronic Bidding System (EBS)

university pavement project researcher users of the Pavement Management Information System (PMIS)

· Design Division (DES):

consultant engineering firm users of the Consultant Certification Information System (CCIS)

Metropolitan Planning Organization (MPO) users of the Design and Construction Information System (DCIS)

· Travel Division (TRV)

contract personnel maintaining highway condition data in the Highway Condition Report (HCR) system

· Vehicle Titles and Registration Division (VTR):

external users of the Motor Vehicle Inquiry (MVI) system

· Technical Services Division (TSD) Information Security Services Branch (ISS):

all users from other state agencies
TxDOT assigns User IDs that identify:

· a contractor, consultant, vendor product system engineer, FHWA, or other external user

· an employee of another Texas state agency whose User ID does not conform to the TxDOT User ID naming standard

· an authorized user of the web-based Motor Vehicle Inquiry system

· an employee of a firm contracted to perform data entry or database maintenance functions.

Texas state agency employees whose User IDs conform to TxDOT standards are permitted to use their agency User IDs when granted access to a TxDOT system.
Infrastructure Software Access
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External access to the TxDOT network for the purpose of accessing infrastructure software is permitted only through the use of a TxDOT approved remote access.
System Access to Motor Vehicle Information
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Requests for system access to motor vehicle registration and title information are coordinated with the Vehicle Titles and Registration Division (VTR) and the Technical Services Division (TSD) Information Security Services Branch (ISS).

TxDOT provides state agencies external, remote system access to TxDOT motor vehicle registration and title information as authorized by Texas Transportation Code, Section 502.008. The access is provided in accordance with:

· the federal Driver’s Privacy Protection Act
· the state Motor Vehicle Records Disclosure Act
· a written service agreement that contains the information required by the Texas Administrative Code, Title 43, Section 3.14(b)(3)

· TxDOT information security requirements.

TxDOT may also provide other governmental bodies, individuals, or businesses the external system access to TxDOT files of motor vehicle information on the same terms as above. However, a written service agreement with a business or individual must contain the information required by the Texas Administrative Code, Title 43 Section 3.14, (b)(2).
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