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1 Process Definition and Objective 

Change Management oversees and manages the successful introduction of changes into the TxDOT IT 

Environment. A change is anything that alters the status of a Configuration Item (CI). This typically includes 

anything that adds to, deletes from, or modifies the production IT environment. The definition of a change is 

the addition, modification, or removal of approved, supported, or baseline hardware, network, software or 

application.  

A Change Request, (CR), is the means for documenting proposed changes and actual change activity in IT 

resources or capabilities. CRs can be triggered for a wide variety of reasons, from a wide variety of sources. 

CRs can be concerned with a part of the infrastructure or with a service or activity and may initiate out of 

requests, incidents, problems, or projects. CRs are initiated by submitting a CR in the TxDOTNow on-line 

ticket system. 

All TxDOT and [Company] support teams follow the approved Change Management process. 

 

1.1 Success for Change 

Success for change is measured by executing per the change plan as detailed in the TxDOTNow CR 

which describes the changes and steps required for the change.  

Regardless of change type, no change can be considered successful if it has any of the below occurrences 

following CAB approval.   

 Unanticipated increase in Service desk calls or escalations  

 Back-out plan was executed  

 Missed target dates of rolling to production  

 Change was not executed  

 

1.2 Definitions 

ITIL defines Change Management as, “The process responsible for controlling the lifecycle of all changes, 

enabling beneficial changes to be made with minimum disruption to IT services.” 

ITIL’s definition of a “change” is, “The addition, modification or removal of anything that could have an 

effect on the IT services. The scope includes changes to all architectures, processes, tools, metrics and 

documentation, as well as changes to IT services and other configuration items.” 

The objectives of Change Management are to: 

 Manage and provide working processes and procedures, to provide awareness to TxDOT’s business 

needs 

 Provide and facilitate communications within TxDOT and other third-party providers 

 Introduce changes to managed IT components in a timely and controlled manner 

 Assess risks, costs, and other effects of changes prior to approval or introduction into the 

production environment 

 Minimize incidents resulting from the introduction of changes 

 Measurably improve service quality 



[Company logo]            Change Management Process                     

[Company]                             Change Management Process                                                                  Page 10 of 44 

(TMPL00002_REV(12/09/2014,v0.5) 

 Maintain an appropriate balance between the business need to deploy innovation and the need to 

maintain the stability of IT service 

 Ensure that remediation plans are in place 

 Provide change decision making and change authorization 

2 Scope 

The scope of Change Management covers changes to software, hardware, and service configuration items.   

Exclusions to CM include: 

 Routine service component changes are low-risk changes made on a regular basis to accommodate 

operational efficiency.  These changes include, but are not limited to: 

- ID Provisioning 

- Break/fix for individual client devices such as workstations 

- Individual client-side software installation and configuration 

 

3 Change Types and Benchmarks 

Types of changes are as follows: 

Change Type Level Change Description 

Standard (ITIL) 3 A Standard Change is a preauthorized change to a service or infrastructure for which 

the approach is preauthorized by Change Management. A Standard Change has an 

accepted and established procedure to provide a specific change requirement. 

Additional details related to a Standard Change include: 

 The crucial elements of a standard change are: 

o The change is relatively low risk 

o The change is documented in TxDOTNow 

o The documentation includes how the change and associated risks will 

be managed; and 

o Authority for execution is given in advance (preapproved). 

 The change must be brought before CAB until deemed a Standard Change. This 

will be decided and agreed upon by the voting CAB members.  

 Once the change is approved by voting CAB members the Change Management 

Team notifies the user via email that the change has been approved. 

 There is no waiting period to implement approved change – they can occur the 

same day as long as CR) is submitted via the TxDOTNow system and has been 

approved by the manager. 

 The Change Management team loads the Standard Changes into the TxDOT / 

[Company] Shared SharePoint. 

 There is no reason to return to CAB meeting for subsequent changes of same 

type (although paperwork must still be submitted) unless the change fails. 
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Change Type Level Change Description 

 Some very low-risk changes may be delegated to service operation staff as a 

change authority. The change model for this kind of standard change may be very 

simple. 

 Standard changes are reviewed by CAB on a weekly basis 

 Standard changes are audited by the Change Manager on a semi-annual basis to 

ensure compliance with the process. 

Note: Evaluate the Standard Change to determine if communications is required. 

The [Link] is located in the [Link] 

Normal (ITIL) 2 A Normal Change must be planned in advance & closely monitored (e.g. server 

replacements, application releases). Additional details are as follows: 

 A thoroughly completed CR must be approved by manager & should be submitted 

to CAB one business day prior to CAB meeting when practicable. 

 The Communication Plan must be completed and approved prior to bringing the 

request to CAB if the change meets the Communication criteria. 

The Normal Change can be implemented 24 hours after required end user 

communications is sent out. 

  Documents required for Normal Changes include but not limited to: 

o Change/Install Plans 

o Test and Validation Plans 

o Backout Plan 

o User Acceptance Documents  

Emergency (ITIL) 1 An Emergency Change must be implemented immediately due to an outage situation 

or urgent business need. Additional requirements include: 

 Change approval submitted to Emergency CAB (via email, conference 

call, etc.) 

 Upon approval, changes can be submitted immediately 

 CR must be submitted no later than the next regular CAB meeting 

 If the emergency change has a business impact associated with it, the SDM 

for that change will send a brief communication to the TxDOT CIO describing 

the details of the change and client impact as soon as practicable 

The CAB is informed of any emergency changes or changes that have been 

implemented as a workaround to incidents and should be given the opportunity to 

recommend follow-up action. 

 A current list of CAB members may be found each specific version of CAB 

meeting minutes.   

 The eCAB consists of the CAB voting members and any such personnel 

needed to present the change.  

Break fixes do not require adherence to Emergency Change Process - 
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Change Type Level Change Description 

 Break/fixes that are low risk and do not require configuration changes to the 

Configuration Item (CI) are not Emergency Changes, unless the break/fix 

impacts another CI or changes the configuration of another CI. 

Note:  A Post Implementation Report (PIR) document must be completed and 

submitted after every Emergency CR except where: 

 Change is not a break/fix and is at the request of a business unit; or 

 Change is to address a predictive failure 

 The change is requested by TxDOT leadership 

 

3.1 Change Classification Summary 

Previous Standard Normal Emergency 

New Level 3 Level 2 Level 1 

Change Request  

Due  

No waiting period  1 Day prior CAB Any time prior  to the next 

regular CAB meeting  

Approval Assignee Manager CAB Approval CAB Approval 

Change 

Implemented 

As Needed Per Change Schedule Immediate 

3.2 Install / Backout Plans 

3.2.1 Test Plans 

The test plan(s) is documented in the TxDOTNow CR, required for change approval and  must be 

completed prior to requesting approval. 

Acceptance of the test plan(s) indicating all tests passed, must be attached to the CR and is also 

required for change approval. 

 

3.2.2 Install Plans 

An install plan is required for change approval and must be completed prior to requesting approval. 

The install plan is documented as the change plan and is a required field within the TxDOTNow CR. 

All changes must follow the [Link] prior to approval. The [Link] located in the [Link] of the SMM Wiki 

on TxDOT O365. 

 

3.2.3 Backout/ Remediation Plans 

A Backout/Remediation Plan is documented in the TxDOTNow CR, required for change approval and  

must be completed prior to requesting approval. 
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The Backout Plan is comprised of: (1) describing how the change can be backed out in a controlled 

fashion (2) and describing how the system can be restored in the event that the change causes an 

incident. In addition, the Backout Plan should be: 

 A detailed list of steps if something goes wrong. It is not sufficient to state the change can be 

backed out; rather, the Backout Plan must document in detailed steps how the change would 

be backed out.  

 Tested to verify that the Backout Plan will work in the event that Backout is necessary. If the 

Backout Plan has been tested, explain how it was tested. If testing is not possible, explain why 

it cannot be tested.   

 Document (1) how long it will take to implement the Backout Plan, and (2) at what time 

during the change window the Assignee must make a decision to execute the Backout Plan to 

prevent impact outside the window. 

Remediation procedures should be prepared and documented in advance for each authorized change 

so that if errors occur during or after implementation, these procedures can be quickly activated with 

minimum impact on service quality. Authority and responsibility for invoking remediation should be 

specifically mentioned in change documentation. 

 

3.3 Change Validation Plans 

A change validation plan is required for change approval to be completed prior to requesting approval.   

The change validation plan describes the steps taken to verify that the deployment produced the 

expected results without issue.  The change validation plan is documented in the required Test Plan filed 

or as an attachment to the change request.  

 

3.4 Impact Statement 

An Impact Statement is required with ALL CR submissions and includes services and Configuration 

Items (CIs) affected, impact purpose, as well as end-user and monitoring impact.  

The Impact Statement: 

 Is not intended to describe the end result of the change; rather, the Impact Statement should 

describe any impact to end users which will occur during the change window while the change 

is being implemented, as well as describe monitoring alerts which might be generated. 

 Should describe any end user impact which will occur, or could potentially occur, as a result of 

implementing the change during the time of implementation. 

 Should describe any monitoring impact which will occur, or could potentially occur, as a result 

of implementing the change (during the change window). The Communications Management 

team will need to communicate this to the Service Desk and others who might receive IT alerts. 

 

4 Change Approval and Compliance Guidelines 

4.1 CAB Process (Change Advisory Board) 
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The definition of the CAB is “a group of people who are responsible for assessing, from both a business 

and a technical perspective, for CRs”.  They advise Change Management on the priorities of  CRs and 

propose allocations of resources to implement those changes.  

The Change Advisory Board (CAB) is made up  of TxDOT, User and IT representatives, and may also 

include, depending upon the nature of the changes being considered, 3rd party and other administrative 

business representatives..  The Change Manager will normally chair the CAB, and potential members 

include: 

1) Customer(s)    

2) User manager(s)    

3) User group representative(s)     

4) Business relationship managers    

5) Service owners    

6) Applications developers/maintainers    

7) Specialists and/or technical consultants    

8)  Services and operations staff, e.g. service desk, test management, IT service continuity  

     management, information security management, capacity management    

9) Facilities/office services staff (where changes may affect moves/accommodation and vice versa)  

10) Contractors’ or third parties’ representatives, e.g. in outsourcing situations 

11) Other parties as applicable to specific circumstances (e.g. police if traffic disruptions are  

likely, marketing if public products could be affected).  

Regular scheduled CAB meetings are held twice a week on Tuesday and Thursday mornings at 10:30 am 

(CST). Emergency CABs are scheduled as needed. 

A standard CAB agenda may include: 

 Change Evaluations 

 CRs that have been assessed by CAB members 

 PIR discussions 

 DCS scheduled changes 

CAB meeting minutes are captured which documents attendees and action items. CAB meeting 

minutes are distributed by the [Company] Change Coordinator via email after each CAB meeting.  A 

list of Standard Changes will be distributed via email after the Tuesday CAB meeting. 

CAB approval for changes will be given by the voting members as follows: 

 Two (2) TxDOT CAB Approvers; one of which is a designee from the Security Team 

 Two (2) [Company] CAB Approvers; one of which is a designee from the Security Team 

Advice and guidance will be solicited from the respective teams and from the discussion at CAB before 

voting. In the event of a tied vote, the TxDOT CIO will decide.   

The cut off for CR submissions are as follows: 

http://www.knowledgetransfer.net/dictionary/ITIL/en/Change_Management.htm
http://www.knowledgetransfer.net/dictionary/ITIL/en/Change.htm
http://www.knowledgetransfer.net/dictionary/ITIL/en/User.htm
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 Tuesday CAB: Deadlines for submission are Monday 10:30AM CST 

 Thursday CAB: Deadlines for submission are  Wednesday 10:30AM CST 

NOTE: Any submissions after the above deadlines will be handled as an emergency request and may 

be reviewed at the end of regular CAB if time permits. 

The CAB report will be made available by the Change Management team the day before CAB to voting 

members and those who have changes to present to CAB for review. A representative or proxy of the 

proposed change must be present at the CAB in order for the change to be considered; otherwise, the 

change will be rejected.  

The voting members must be present at CAB and, if unavailable, the respective appointed proxy must be 

present. If there is no representation from each voting member, the CAB meeting must be rescheduled. In 

addition, Service Delivery Management representation along with the Change Assignee must be present 

to discuss any potential risk of the proposed change, as applicable.  Other technical and business 

representatives to include TxDOT Business Relationship Manager (BRM) will be engaged as necessary to 

support representation of the change to CAB. 

Votes must be captured in the CAB meeting minutes. The Change Coordinator will post the CAB Meeting 

Minutes to the Shared SharePoint located here: [Link]  

 It is important to emphasize that a CAB: 

o Is composed of different stakeholders depending on the changes being considered 

o May vary considerably in makeup, even across the range of a single meeting 

o Involves suppliers when that would be useful, for example: 

 The external service provider if a significant part of the service is outsourced 

 The hardware service provider when considering major firmware upgrades 

o Reflects both users’ and customers’ views 

 

4.2 Change Approvals 

Important guidelines regarding change approvals are as follows: 

 If a CR is not in ‘Approved’ status, the change is not yet authorized.  

o Only changes that have been approved by CAB may be performed 

o Unauthorized changes are reviewed via PIR process.   

 All aspects of the change – including installation, testing and tasks performed by others as well as 

potential Backout. Note: This must be done within the CR’s approved change window.  

 All communication to TxDOT end users for changes that meet the criteria stated in the [Link] 

must be approved by the CAB and TxDOT Communications Teams prior to the CAB date and 

completed prior to the CRs approved change window.   The [Link] is located in the [Link] of the 

SMM Wiki on TxDOT O365. 

 Approved changes must be completed within the  CR’s approved change window.  If necessary, 

the change will need to be extended or the CR will need to be rescheduled.  Changes extending 

beyond the change window will require PIR. 



[Company logo]            Change Management Process                     

[Company]                             Change Management Process                                                                  Page 16 of 44 

(TMPL00002_REV(12/09/2014,v0.5) 

 If the information needed to submit the change is not completed, the CR is not ready for 

consideration. 

 DCS changes and DMV changes that are supported by TxDOT should be submitted for review/ 

approval by CAB. 

 DMV may not submit CRs on behalf of [Company].  DMV should send a request to [Company] to 

perform a change; the [Company] Incident Resolver  then submits the CR 

 A Post Implementation Review (PIR) is required for every backed out or failed change or as 

requested by the CAB. 

 Only the Change Manager may close emergency, failed/backed out changes. 

 The eCAB consists of the CAB voting members and any such personnel needed to present the 

change.  

 

4.3 Compliance Guidelines 

The Compliance guidelines for submitting CRs include: 

 Test Plan and Results 

 End User acceptance 

 Peer Review 

 Detailed Install Plan 

 Detailed Post-Install Verification Plan 

 Detailed Back-out/Remediation Plan 

 Impact Statement 

 Risk Assessment 

 Lead Time Requirement 

 End User Communications, if required.  Refer to the [Link] which is located in the [Link] 

of the SMM Wiki on TxDOT O365. 

 

4.4 Change Requirements for TxDOT Communication 

Once agreed, the service provider should communicate any planned additional downtime to the user 

community at large, using the most effective methods available.   The Communications Manager 

provides advice and guidance for CAB communications as delineated in this document.  Approved 

TxDOT end user communications should be obtained by following the [Link] located in the [Link] of 

the SMM Wiki on TxDOT O365. 

In the Communications Plan section of the TxDOTNow CR: 

  - Note the target audience.  

 A distribution list (TxDOT-ALL, ITD-ALL, etc.) Note: If an Outlook distribution list is 

available, attach the list to the CR Form. 
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 A list of users. 

 A group of offices (HOU, TPP, etc.). 

- Approved communications should be attached or copied and pasted into the ticket 

- Indicate the preferred date for distribution of the communication 

- Any communication going to TxDOT end users must be approved and sent to TxDOT [Company] 

Communications Team, the TxDOT Office of Primary Responsibility (OPR), or the Project Manager (PM), 

if applicable 

- For large audience (TxDOT-ALL) or high impact changes, a longer approval time is required 
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5 Process Inputs/Outputs 

Inputs Tools Outputs / Deliverables 

 TxDOTNow CR or AR 

 Change Management activity 

data 

 Change status and 

information request 

 Any TxDOTNow Ticket Type 

 TxDOTNow  

 

 Change implementation 

communication 

 Change information and status 

(such as completed, backed out, 

rejected) 

 Change Management evaluation 

 Updated CR 

 Change schedule 

 Configuration information 

 Requester notification 

 Problem Record 

 PIR (Post Implementation Review)  

 Completed Organizational Change 

Management (OCM) 

Communication 

6 Process Flow and Description 

The Process diagram(s) and activity narrative(s) for the Change Management Process are described below and 

composed of the following sub-processes: 

 [Link] 

 [Link] 

 [Link] 

 [Link] 
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6.1 Change Management Normal Changes 

Process Flow: Changed Management (Normal Changes) 
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Process Narrative: Change Management (Normal Changes) 

Step Description 

5.1.1 Recognize need for change and determine change type 

Recognize the need for a change. Changes may arise out of requests, incidents, or problems and 

are submitted by opening a TxDOTNow ticket.  

Determine if the change is any of the following: 

 Emergency 

 Standard 

 Normal 

5.1.2 Emergency Change? 

Determine if the requested Change is an Emergency Change. 

• If Yes, proceed to Follow Emergency Change Process 

• If No, proceed to Standard Change? 

5.1.3 Follow Emergency Change Process 

Follow [Link] as detailed below. 

Proceed to End 

5.1.4 Standard Change? 

Determine if the requested Change is a Standard Change. 

A Standard Change is a routine, well-documented, low-risk change that is implemented on a 

recurring basis and pre-approved by the CAB. 

 If Yes, proceed to Follow Standard Change Process 

 If No, Proceed to Normal Change? 

5.1.5 Follow Standard Change Process 

Follow [Link] as detailed below. 

Return to Identify / Meet Requirements of Needed Change step of this Normal Change 

Process 

5.1.6 Normal Change? 

Determine if the requested Change is a Normal Change. 

 If Yes, proceed to Identify / Meet Requirements of Needed Change 

 If No, proceed to End 

5.1.7 Identify / Meet Requirements of Needed Change 

Identify the requirements necessary to implement the Change and ensure the requested Change 

meets those requirements. 

5.1.8 Create Change Request 

Create a CR in TxDOTNow.  

Complete all required fields in TxDOTNow and submit the request for Manager approval.  

Currently, changes, including their associated risk and impact, are evaluated in the CR in 

TxDOTNow.  

5.1.9 Change Request Approved? 

The Change Assignee Manager reviews and approves the request if acceptable.  Was the CR 

approved? 

• If Yes, proceed to  Follow the PROC00100_CAB End-User Comms Process  

• If No, proceed to Notify Requester of Rejection 

Note: Changes are vetted by technical managers and TxDOT where appropriate.  A CR is set to 

close-skip - submitted changes where the CR is incomplete or impracticable. 
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Step Description 

Note: Ensure that all formal test plans are documented and signed off prior to coming to CAB.   A 

validation plan is what you or the user will be validating after the change has been 

implemented.   If your change can not be tested due to lack of a testing environment, please do a 

peer to peer review of the change and note who did the review of your change plan in the test 

plan box in TxDOTNow. 

In TxDOTNow, Close-skip a change that is not necessary and reject change if incomplete.  

5.1.10 Notify Requester of Rejection 

Update the CR to “Rejected” and  document in the ticket  the appropriate information and reason 

for the denial. 

Communicate the decision with all stakeholders, in particular the requester of the CR 

Proceed to Receive Notification of Request Rejection 

5.1.11 Follow the PROC00100_CAB End-User Comms Process   

Follow the [Link]  to notify both the Communications Manager to develop the appropriate 

message  for any impact to TxDOT IT Environment and the Change Manager to add the change 

to the CAB meeting agenda.   The [Link] is located in the [Link] of the SMM Wiki on TxDOT 

O365. 

Note: All CRs received are logged and allocated an identification number (in chronological 

sequence). Where CRs are submitted in response to a trigger such as a resolution to a problem 

record (PR), it is important that the reference number of the triggering document is retained in the 

CR to provide traceability. 

Return from [Link] from step Submit Ticket w/Approved Message for CAB or Attach or Copy 

TxDOT Decision to Ticket. 

5.1.12 Submit to CAB for Review / Approval 

Submit the CR to the CAB for review and approval. 

Note: Changes are vetted by technical managers and TxDOT where appropriate.  A CR is set to 

close-skip - submitted changes where the CR is incomplete or impracticable.  

5.1.13 Change Approved? 

Was the Change approved? 

• If Yes, proceed to Document Approval in Record/ Notify Assignee 

• If No, proceed to Document Rejection in Record / Notify Assignee 

5.1.14 Document Approval in Record / Notify Assignee 

Document the approval in the CR and move into “Approved” status. 

Communicate the decision with all stakeholders. 

All changes are scheduled and managed in the change calendar to ensure overlap is understood 

and coordinated.   

Note: For more information on Change Classifications see Section 2.3.1 of this document.  

5.1.15 Add Change to CAB Agenda for Approval 

Add the CR to the CAB Agenda for approval. 

5.1.16 Document Rejection in Record / Notify Assignee 

Document that the change has been rejected in the TxDOTNow  CR and change the status of the 

ticket to “Rejected” status. 

Note: The CR is no longer valid and cannot be rescheduled. 

Return to step Change Approved in CAB? in the [Link]  for a communications decision. 

5.1.17 Receive Notification of Change Rejection 

Receive notification of the rejection of the CR. 

Proceed to Receive Notification of Request Rejection.  

Return to step Change Approved in CAB?  in [Link]  for a communications decision. 
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Step Description 

5.1.18 Receive Notification of Request Rejection 

Receive the auto-generated notification from TxDOTNow of the Request rejection. 

5.1.19 Perform Change During Approved Window 

Enter the actual Work Start date/time in the CR. The CR remains in the “Work in Progress” status 

until implementation is completed. 

The deployment of changes is scheduled when the least impact on production services is likely. 

[Company] Incident Resolver is on hand to deal quickly with any incidents that might arise. 

5.1.20 Implementation Successful? 

Was the Implementation successful?  

• If Yes, proceed to Update / Close Record 

• If No, proceed to Update Record with Status 

5.1.21 Update Record with Status 

If the change was unsuccessful, update the ticket review status to ‘Fail’ which notes that the 

change failed. 

5.1.22 Follow Approved Backout Plan / Resubmit to CAB 

If the change was unsuccessful, follow the approved Backout Plan and resubmit to CAB. 

Remediation procedures are prepared and documented in advance for each authorized change 

in case errors occur during or after implementation, these procedures can be quickly activated 

with minimum impact on service quality. Authority and responsibility for invoking remediation 

should be specifically mentioned in change documentation. 

The potential impact on the services of failed changes and their impact on service assets and 

configurations need to be considered.  

Proceed to End. 

5.1.23 Update / Close Record 

When completed, the Assignee enters the actual Work End data/time in the CR, documents that 

the change was successful by selecting the review status, ‘Success’. 

Close the record by selecting Closed-Complete (Selected when a change is successful). 

End of Process 
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6.2  Change Management Emergency Changes 
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Process Description: Emergency Change Management 

Step Description 

5.2.1 Receive P1 Incident or Request for Emergency Change 

Receive a P1 Incident that initiates an Emergency Change. 

Also, from the Normal Change Management process Follow the Emergency Change 

Process step, recognize a request for an Emergency Change. 

Note: For more details on P1 Incidents, refer to the [Link] Process which is located in the [Link] 

of the SMM Wiki on TxDOT O365.  

Authorization for emergency changes will be given by the eCAB rather than waiting for a CAB 

meeting. 

5.2.2 Build Change / Devise Backout Plan, if Possible 

Build the change and devise a Backout plan, if possible, in the event the change is not 

successful and needs to be backed out. 

5.2.3 Testing Window Available? 

Is the testing window available? 

 If Yes, proceed to Perform Testing 

 If No, proceed to Notify Change Coordinator 

5.2.4 Perform Testing 

Perform the test change according to the change requirements. 

Note: Testing may be reduced if this is considered a necessary risk to deliver the change 

immediately. 

5.2.5 Testing Successful? 

Was the testing successful? 

 If Yes, proceed to Implement Emergency Change 

 If No, proceed to Build Change / Devise Backout Plan, if Possible 

5.2.6 Notify Change Coordinator 

Notify the Change Coordinator of the Emergency Change. 

5.2.7  Schedule and Convene eCAB 

Receive the CR for the Emergency Change and convene eCAB. 

5.2.8 Delivery Manager Approve Emergency? 

Receive the request for Emergency Change and review the details to determine if criteria for 

emergency changes are met. 

Determine if the Emergency Change can be approved. 

• If Yes, proceed to Business Impact Associated with Change? 
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Step Description 

• If No, proceed to Follow Normal Change Management Process 

5.2.9 Follow Normal Change Management Process 

Proceed to Step Identify / Meet Requirements of Needed Change of the [Link] 

5.2.10 Business Impact Associated with Change? 

Determine if there is a business impact associated with the change. 

 If Yes, proceed to Send Brief Communications to TxDOT CIO 

 If No, proceed to  Develop Communications as Required  

5.2.11 Send Brief Communications to TxDOT CIO 

If the Emergency Change has a business impact associated with it, the SDM for that change 

will send a brief communication to the TxDOT CIO describing the details of the change and 

client impact 

5.2.12 Develop Communications as Required  

Develop the Communication necessary to notify TxDOT of potential impact to IT Environment 

during Emergency Change implementation. 

5.2.13 Implement Emergency Change 

Implement the Emergency Change according to requirements. 

5.2.14 Change Successful? 

Was the Emergency Change successful? 

 If Yes, proceed to  Submit Emergency Change and PIR w/in 24 Hours of 

Implementation 

 If No, proceed to Initiate Backout Plans 

5.2.15 Submit Emergency Change and PIR w/in 24 Hours of Implementation  

Submit the Emergency Change and PIR within one (1) business day of the closing of the CR. 

The PIR document will be reviewed by CAB, and when appropriate presented to the CAB for 

review/discussion. 

5.2.16 Document CR w/Results of CAB / Close Change as Successful 

Update the CR with the results of the CAB. Close the Change as “Successful”. 

It is important that any decision to authorize an emergency change is documented to ensure 

that formal agreement from appropriate management has been received, and to provide 

records for audits of the process. 

Note: Documentation for the emergency change may be found in the TxDOTNow ticket, e.g. 

updating the CR and configuration data, may be deferred, typically until normal working hours. 

Proceed to End. 
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Step Description 

5.2.17 Initiate Backout Plan 

Initial the Backout plans developed prior to the change implementation. 

5.2.18 Retry? 

Retry the Emergency Change? 

 If Yes, proceed to Build Change / Devise Backout Plan, if Possible 

 If No, proceed to Develop PIR / Present PIR to Next CAB for Review 

5.2.19 Develop PIR / Present PIR to Next  CAB Meeting for Review  

Develop the PIR and prepare to present the PIR at the next CAB Meeting for review. 

End of Process 
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6.3 Change Management Standard Changes 

 Process Flow: Change Management (Standard Changes)  
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Process Description: Change Management (Standard Changes) 

Step Description 

5.3.1 Evaluate if the Change is a Standard Change 

From the Normal Change Management process Follow the Standard Change Process step, 

recognize the need for a change and determine if the change is a Standard Change. Refer to 

the [Link] for the definition of a Standard Change. 

Note: The Requester may often be the Assignee of the Change. 

5.3.2 Create change request 

Prepare and create a CR in TxDOTNow.   Include the CAB approved standard change number 

in the CR description field.  The [Link] list is located in the [Link].   

Complete all required fields and submit the request for Manager approval. 

5.3.3 Change Request Approved? 

The Change Assignee Manager reviews and approves the request if acceptable.  Was the CR 

approved? 

• If Yes, proceed to  Perform Change 

• If No, proceed to Notify Requester of Rejection 

Note: Changes are vetted by technical managers and TxDOT where appropriate.  A CR is set 

to close-skip - submitted changes where the CR is incomplete or impracticable. 

In TxDOTNow, Close-skip a change that is not necessary and reject change if incomplete.  

5.3.4 Notify Requester of Rejection 

Update the CR to “Rejected” and document in the ticket the appropriate information and 

reason for the denial. 

Communicate the decision with all stakeholders, in particular the requester of the CR. 

Proceed to End 

5.3.5 Perform change 

Enter the actual Work Start date/time in the CR. The CR remains in the “Work in Progress” 

status until implementation is completed. 

The deployment of changes is scheduled when the least impact on live services is likely. 

Support staff is on hand to deal quickly with any incidents that might arise. 

5.3.6 Implementation Successful? 

Was the Implementation successful?  

• If Yes, proceed to Update / close record 

• If No, proceed to Update record with status 
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Step Description 

5.3.7 Update / close Record 

When complete, the Assignee enters the actual Work End data/time in the CR, documents 

whether or not the change was successful, and moves the CR into “Completed-Successful” or 

“Failed”. 

Proceed to End 

5.3.8 Update record with Status  

If the change was unsuccessful, update the ticket status to “Failed” status as appropriate. 

5.3.9 Review record  

Review the record for notes as to why the change was unsuccessful.  

Proceed to the Identify / Meet Requirements of Needed Change step of the [Link]. 

Note: The Normal Change Management Process is invoked at any point a Standard Change is 

unsuccessful. Standard Changes are only approved up to the point when the change fails in 

which case the Normal Change Process is invoked. 

End of Process 
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6.4 Change Management Approval Process for Standard Changes 

Process Flow: Change Management (Approval Process for Standard Changes) 
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Process Description: Change Management (Approval Process for Standard Changes) 

Step Description 

5.4.1 Follow the Normal Change Management Process 

Follow the Normal Change Management Process to submit a CR for a Standard Change.   

 Initial requests comes to CAB as a normal change request 

 Include note in the CR requesting that it be made a standard change 

From the Submit to CAB for Review / Approval of the Normal Standard Changes Process, 

return to the Review CR step of this Approval Process for Standard Changes.  

5.4.2 Review CR 

Review CR and determine if it follows criteria for Standard Change.. 

5.4.3 Approved? 

Determine if the CR is approved. 

 If Yes, proceed in parallel to   Update the Approved Standard Changes List AND 

Follow Normal Change Mgmt. Process 

 If No, proceed in parallel to Document Rejection in Record AND Follow Normal 

Change Mgmt. Process 

5.4.4 Update the Approved Standard Changes List 

The [Link] is located in the [Link].   

5.4.5 Document Rejection in Record 

Document that the change has been rejected in the TxDOTNow CR and change the status of 

the ticket to “Rejected” status. 

5.4.6 Follow Normal Change Mgmt. Process 

Follow the [Link] step Change Approved? to implement the change. 

End of Process 
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7 RACI 

A RACI matrix, describes the participation by various roles in completing tasks or deliverables for a 
specific process.  

 R - Responsible – Those who do the work to achieve a task.  

 A - Accountable – The Role who is ultimately accountable for the correct and thorough completion of the 

deliverable or task, and the one to whom Responsible is accountable. Typically, the Process Owner is 

Accountable for a process, and there must be only one Accountable specified for each task or deliverable. 

 C - Consulted – Those who are not directly involved in a process but provide inputs and whose opinions are 

sought. 

 I - Informed – Those who receive outputs from a process or are kept up-to-date on progress, often only on 

completion of the task or deliverable. 

 Process Step Responsibility 

  

Requester/ 

Assignee 

Assignee 

Group 

Manager 

Change 

Assignee 

Communications 

Team 

 

[Company] 

Change 

Manager 

 

 CAB 
CAB 

Approvers 
eCAB 

Change 

Coordinator 

5.1 Normal Change 

5.1.1 Recognize need 

for change and 

determine 

change type 

A/R I I       

5.1.2 Emergency 

Change? 
R I/C I/C  I I/C A  I 

5.1.3 Follow 

Emergency 

Change Process 

R I/C  C I I/C A  I 

5.1.4 Standard 

Change? 
R I/C I/C  I I/C A  I 

5.1.5 Follow Standard 

Change Process 
A/R I   I I   I 

5.1.6 Normal Change? R I/C I/C  I I/C A  I 

5.1.7 Identify / Meet 

Requirements of 

Needed Change 

A/R I/C        

5.1.8 Create Change 

Request 
A/R I/C I       



[Company logo]            Change Management Process                     

[Company]                           Change Management Process                                         Page 33 of 44 

(TMPL00002_REV(12/09/2014,v0.5) 

 Process Step Responsibility 

  

Requester/ 

Assignee 

Assignee 

Group 

Manager 

Change 

Assignee 

Communications 

Team 

 

[Company] 

Change 

Manager 

 

 CAB 
CAB 

Approvers 
eCAB 

Change 

Coordinator 

5.1.9 Change Request 

Approved? 
I A/R        

5.1.10 Notify Requester 

of Rejection 
I A/R        

5.1.11 Follow the 

PROC00100_CAB 

End-User Comms 

Process   

I/C I A/R R      

5.1.12 Submit to CAB 

for Review / 

Approval 

I/C  I/C I/C A/R     

5.1.13 Change 

Approved? 
I/C  I/C   A/R    

5.1.14 Document 

Approval in 

Record / Notify 

Assignee 

I/C  I/C  A/R     

5.1.15 Add Change to 

CAB Agenda for 

Approval 

I/C  I/C I A/R     

5.1.16 Document 

Rejection in 

Record / Notify 

Assignee 

I/C  I/C  A/R     

5.1.17 Receive 

Notification of 

Change 

Rejection 

I/C I A/R       

5.1.18 Receive 

Notification of 

Request 

Rejection 

A/R I R       
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 Process Step Responsibility 

  

Requester/ 

Assignee 

Assignee 

Group 

Manager 

Change 

Assignee 

Communications 

Team 

 

[Company] 

Change 

Manager 

 

 CAB 
CAB 

Approvers 
eCAB 

Change 

Coordinator 

5.1.19 Perform Change 

During Approved 

Window 

I/C I R I A/R     

5.1.20 Implementation 

Successful? 
I/C I A/R  I     

5.1.21 Update Record 

with Status 
I/C I A/R       

5.1.22 Follow Approved 

Backout Plan / 

Resubmit to CAB 

I/C I A/R I I     

5.1.23 Update / Close 

Record 
I I R  A     

5.2 Emergency Changes    

5.2.1 Receive P1 

Incident or 

Request for 

Emergency 

Change 

  A/R       

5.2.2 Build Change / 

Devise Backout 

Plan, if Possible 

  A/R       

5.2.3 Testing Window 

Available? 
 I A/R  I     

5.2.4 Perform Testing  I A/R       

5.2.5 Testing 

Successful? 
  A/R       

5.2.6 Notify Change 

Coordinator 
  A/R  I     

5.2.7  Schedule and    I  I    A/R 
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 Process Step Responsibility 

  

Requester/ 

Assignee 

Assignee 

Group 

Manager 

Change 

Assignee 

Communications 

Team 

 

[Company] 

Change 

Manager 

 

 CAB 
CAB 

Approvers 
eCAB 

Change 

Coordinator 

5.2.8 Delivery Manager 

Approve 

Emergency? 

 A/R I  I    I 

5.2.9 Follow Normal 

Change 

Management 

Process 

  A/R       

5.2.10 Business Impact 

Associated with 

Change? 

  I I  A/R    

5.2.11 Send Brief 

Communications 

to TxDOT CIO 

      A/R  I 

5.2.12 Develop 

Communications 

as Required  

  I A/R     I 

5.2.13 Implement 

Emergency 

Change 

  A/R      I 

5.2.14 Change 

Successful? 
  A/R      I 

5.2.15 Submit 

Emergency 

Change and PIR 

w/in 24 Hours of 

Implementation  

  A/R      I 

5.2.16 Document CR 

w/Results of CAB 

/ Close Change 

as Successful 

  A/R      I 

5.2.17 Initiate Backout 

Plan 
  A/R      I 

5.2.18 Retry?   A/R      I 
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 Process Step Responsibility 

  

Requester/ 

Assignee 

Assignee 

Group 

Manager 

Change 

Assignee 

Communications 

Team 

 

[Company] 

Change 

Manager 

 

 CAB 
CAB 

Approvers 
eCAB 

Change 

Coordinator 

5.2.19 Develop PIR / 

Present PIR to 

Next CAB 

Meeting for 

Review  

  A/R      I 

5.3 Standard Changes    

5.3.1 Evaluate if the 

Change is a 

Standard Change 

A/R         

5.3.2 Create change 

request 
R A/R        

5.3.3 Change Request 

Approved? 
I/C A/R        

5.3.4 Notify Requester 

of Rejection 
I/C A/R        

5.3.5 Perform change I/C  A/R       

5.3.6 Implementation 

Successful? 
I/C  A/R       

5.3.7 Update / close 

Record 
I/C  A/R       

5.3.8 Update record 

with Status 
I/C  A/R       

5.3.9 Review record A/R         

5.4 Approval Process for Standard Changes    

5.4.1 Follow the 

Normal Change 

Management 

Process 

A/R         

5.4.2 Review CR I/C      A/R   
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 Process Step Responsibility 

  

Requester/ 

Assignee 

Assignee 

Group 

Manager 

Change 

Assignee 

Communications 

Team 

 

[Company] 

Change 

Manager 

 

 CAB 
CAB 

Approvers 
eCAB 

Change 

Coordinator 

5.4.3 Approved? I/C      A/R   

5.4.4 Update the 

Approved 

Standard 

Changes List 

I        A/R 

5.4.5 Document 

Rejection in 

Record 

I        A/R 

5.4.6 Follow Normal 

Change Mgmt. 

Process 

A/R      I   
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8 Reporting and Metrics 

The [Link] is used to identify, log and track the Change Management KPIs with calculation details and is 

located in the [Link] in the [Link]   

 

The [Link] is updated with links to identified data report(s) and performance management reports prepared to 

manage the identified KPIs. 

 

The [Link] is used to identify, log, and track the Change Management Reports and is located in the [Link]. 

Note: Through Continual Service Improvement (CSI), KPI’s are subject to change as this process matures. 

 

9 Policy 

All policies pertaining to this process are located on the [Link]. 

 

10 Key Terms/Acronyms and Definitions 

Term Definition 

 CR Change Request-A formal request created and submitted via the Change Mgmt. module in 

TxDOTNow, for the implementation of a Change. 

CAB Change Advisory Board- a group of people who are responsible for assessing, from both a 

business and a technical perspective, for CRs.  They advise Change Management on the 

priorities of CRs and propose allocations of resources to implement those changes. 

eCAB Emergency Change Advisory Board-eCAB is a sub-set of [Link] who makes decisions 

about high impact Emergency Changes upon request. 

Comms Communications- CAB Communications is the method used for sharing information and 

changes to the production operating environment impacting TxDOT end users as a result of 

CAB. 

Change Plan The Change Plan is detailed in the TxDOTNow CR which describes the changes and steps 

required for the change.   

Change 

Validation Plan 

The Change Validation Plan describes the steps taken to verify that that deployment is 

operating.  

PIR Post-Implementation Review-Post Implementation Reviews (PIRs) are conducted on CRs 

with the following conditions: created an unknown/unexpected impact; a change that failed; a 

change that was not properly communicated; a change with further impact than indicated from 

the review process; any lessons learned from CRs should be documented through the Post 

Implementation Review (PIR) process. 

 Refer to the [Link] for any related terms/acronyms and abbreviations 

http://www.knowledgetransfer.net/dictionary/ITIL/en/Change_Management.htm
http://www.knowledgetransfer.net/dictionary/ITIL/en/Change.htm
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11 Process(es) Impacted 

Process Name 

(include doc # if known) 
Impact 

[Link] Process located in the [Link] of 

the SMM Wiki on TxDOT O365. 

The Incident Management process restores normal service operations to 

users as quickly as possible while minimizing the adverse impact on business 

operations. This ensures that the best, possible levels of service quality and 

availability are maintained.  

[Link] located in the Operations > 

[Link] of the SMM Wiki on TxDOT 

O365 

The purpose of the Change Management End User Communication process 

is to define the method for communicating with TxDOT as a result of changes 

to the production operating environment impacting TxDOT End Users. 

 

12 Appendix 

12.1 Impact Definitions 

Impact Definition 

High High impact changes include one or more of the following elements: 

 Major system or application impacted by change  

 Critical business functions to be changed with critical business impact 

 Changes are across multiple sites, platforms, services or networks 

 Affects major systems critical to multiple users/sites 

 Unstable system or application 

Medium Medium impact changes include one or more of the following elements: 

 Critical business function impacted by change, alternative or bypass available  

 System or application down or degraded (limited effectiveness, slow response time, etc.) 

due to change 

 Critical business impact that affects some but not all services to a location or group of users 

 No impact to other system or application 

 Potential INC SLA impact 

Low Any change that does not fit within the High or Medium definitions stated above is a low impact change. 

 

12.2 Risk Assessment 
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Risk Definition 

R1-High 

 Recovery/Backout Plan not available or untested 

 Affects major systems critical to multiple users/sites 

 Change never performed in past and no historical data on outcome 

 Critical business impact with bypass available 

 Change across multiple sites, platforms, services or networks  

 Change to a critical component (i.e., a component that the service will not work without)  

 Pilot or first time of application in live network 

 Change to a component that has a history of risk 

R2-Medium 

 Impacts other systems 

 A single change delivering multiple fixes/builds/updates  

 Not possible to test change  

 Change involves input from multiple support areas 

 Server reboot 

 Critical business impact that affects some but not all services to a location or group of users 

 Change has been performed previously, but not always successfully 

 Change tested successfully but where environment does not fully replicate live environment 

R3-Low 

 No impact to other systems 

 Change to a non-critical component 

 Change validation dependent upon client usage (e.g., EOM applications)  

 Recovery/Backout Plan known and tested 

 Affects single business unit 

 Non-complex change (e.g. data purge)  

 Change that replicates normal user activity 

 Change tested successfully in an environment that fully replicates the live environment 

 Significant history of successful implementation  
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12.3 Roles 

Role Responsibilities 

Requester/Assignee The Requester (also can be the Assignee) creates and records a CR. Specific 

responsibilities include: 

 Collecting basic information about the change from the appropriate parties 

 Defining parts of the CR that are necessary for adequate assessment 

 Complying with the Change Management process, and Change 

requirements 

 Submitting the CR Form for assessment and approval 

Change Assignee The Change Assignee identifies the skills and resources required to plan, control and 

execute the change. The Change Assignee is the owner of the change. They are 

responsible for the change documentation, coordination, communication, and ultimately 

the success or failure of the change. Specific responsibilities include: 

 Acting as the first point of contact for questions regarding details of the 

change, including implementation 

 Performing the change 

 Coordinating tasks and communication among groups 

 Updating and recording the CR with implementation information 

 Closing the CR, if change was successful 

 Notifying the Change Manager if the change was not successful and 

submitting a Post Implementation Review (PIR) 

 Acting as the submitter of the CR when appropriate 

 Participating and representing the change at CAB Assuring any issues 

or concerns resulting from CAB  are addressed 

 Obtaining approval of the CR  

 Complying with the Change Management process, OCM Change 

Management Communication process and Change requirements 

 Monitoring the implementation of the change 

 Validating the success of the implementation and documenting the 

results in the CR 

 Obtaining third party vendor concurrence (if required) to close the CR 

 Recording all actions taken during an emergency change 

 Understanding the business impact  

 Coordinating all external teams and third party resources needed for 

the change 

 Confirming the results of a change deployment 
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Role Responsibilities 

Assignee Group Manager The Assignee Group Manager is responsible for all aspects of the Assignment Group’s 

changes. Responsibilities include: 

 Recording all actions taken during an emergency change 

 Reviewing the Assignment Group’s CRs 

 Approving the Assignment Group’s CRs* 

 Ensuring successful implementation of the change 

 Ensuring PIR is complete by Change Assignee if change is not successful 

 Being available to answer any questions regarding the change implementation  

 When the Group Manager approves the CR, the Group Manager assumes full 

responsibility for the change implementation 

* If also the submitter, the Group Manager cannot  be an approver in the CR. 

[Company] CAB 

Approvers  

The [Company] Overall Delivery Manager and [Company] IT Security representative will 

review CR and provide approval or rejection on behalf of [Company].  An [Company] proxy 

may be assigned by the [Company] CAB Approvers as necessary.  

TxDOT CAB Approvers  The Director of Information Management Operations and TxDOT Security representative 

will review the CR and provide approval or rejection on behalf of TxDOT.  A TxDOT 

Transformation Manager proxy may be assigned by the TxDOT CAB Approver as 

necessary.  

Delivery Manager  Any Designated approver for the change.  May also be the Service Delivery Managers 

[Company] Incident 

Resolver Group(s) 

The [Company] Incident Resolver Group(s) and is the advanced level of end user 

support.  The Tier-2 technician is a Subject Matter Expert (SME) for the system or tool that 

is managed.  The Tier-2 technician troubleshoots and resolves issues that cannot be 

resolved by Tier-1. 

Communications Manager The Communications Manager will facilitate the approved CAB communication process for 

Change Management and advise and assist the CR or to comply with all established 

policies and processes for submitting requests for Change Management communications 

to [Link]: 

 Guiding  the Change Requester, if needed, for clarification of details affecting 

end users which may trigger the need for communications to TxDOT 

 Advising date and approval thresholds are appropriately calculated when  

communications are submitted prior to the CAB meeting date when a specific 

change date is required 

 Sending CAB communications targeted for [Company] audiences 

 Distributing the CAB approved report to CAB members and Change Requesters, 

after the updates are made to the CAB database and published by the Change 

Coordinator. 

 Populating the shared CAB calendar with the approved schedule from both the 

TxDOT and DCS weekly CAB meetings 
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Role Responsibilities 

 Assisting Change Manager with review of training material for 

[Company]/TxDOT’s Leadership review 

Change Coordinator The Change Coordinator is responsible for coordinating the activities that are required to 

manage the Change review and approval process. Additional responsibilities include: 

• Confirming that preparations have been made for a CAB meeting, including 

creating the agenda, circulating CRs to be considered  

• Confirming that changes are communicated in a timely and adequate manner to 

all stakeholders 

• Coordinating day-to-day execution and administration of the process 

• Administrating the change schedule 

• Schedule and convene EBAB 

• Confirming adherence to change windows for specific Cis 

• Creating the consolidated Change Schedule and resolving scheduling conflicts 

[Company] Change 

Manager 

The [Company] Change Manager is responsible for the overall quality of the Change 

Management process, serving as the focal point regarding changes for TxDOT. 

Responsibilities include but are not limited to: 

• Participating in the Change Advisory Board (CAB) and the Emergency Change 

Advisory Board (eCAB) procedures and administration 

• Creating audit guidelines for review of proposed Change Request (CR) 

• Coordinating with SACM to facilitate in the integrity of the CMDB Adhering to 

TxDOT guidelines regarding production changes during specified time periods 

• Reviewing planned changes 

• Identifying CRs that have not been acted upon in a timely manner and taking 

appropriate action 

• Reviewing implemented changes to verify that they have been carried out 

• Validating an audit trail of any and all changes, including authorization, 

implementation test results, type of change, risk of change, and status 

• Providing and reporting information for compliance activities and 

internal/external audits, upon request, in support of Change Management/project 

audits 

• Identifying and implementing changes to the process 

• Confirming that standards and procedures are being followed 

• Identifying and implementing process improvement following the PEG processes 

• Notifying the participants in the process when standards and procedures are not 

being followed 

• Reviewing the completeness and integrity of information collected to conduct 

daily operations 
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Role Responsibilities 

 Monitoring measurements and targets to improve process effectiveness and 

efficiency 

 Evaluating the performance of the process 

 Providing periodic Change Management training 

 Producing the change reports listed in the Reports Management Log located via 

the following link on the Shared SharePoint [Link]  

 Change Calendar can be located here on the Shared SharePoint: [Link]   

Change Advisory 

Board (CAB) 

The Change Advisory Board (CAB) must verify that IT representatives have exercised 

"due diligence" in risk assessment, planning, authorizing and implementing changes. 

Additionally, the CAB is responsible to validate that the change related risks are 

communicated. Responsibilities include but not limited to: 

• Reviewing CRs and understanding of: 

o The risk/impact of implementing or not implementing the change 

o The effect upon the infrastructure and customer service, as defined in 

the SLA, and upon the capacity and performance, reliability and 

resilience, contingency plans, and security 

o Impact on other services that run on the same infrastructure (or on 

software development projects) 

o Resources needed (the IT, business and other resources required to 

implement the change, the number and availability of people required, 

the elapsed time, and any new infrastructure elements required) 

o Financial impact (if any) 

• Approving or rejecting those proposed changes 

• Performing post-implementation reviews (PIRs) of eCABs (except for eCABs 

based on business request), failed and backed out changes 

• Reviewing and evaluating emergency changes that have been implemented 

• Reviewing, evaluating and approving or rejecting candidates for Standard 

Change Models 

Emergency Change 

Advisory Board 

(eCAB) 

The emergency Change Advisory Board (eCAB) is responsible for approving all 

emergency changes when a change must be implemented outside of the established 

Normal Change process.  

The eCAB consists of the CAB voting members and any such personnel needed to 

present the change.  
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