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1 Process Definition and Objective

The purpose of the Knowledge Management Process is to share perspectives, ideas, experience
and information. This process also ensures that knowledge is available in the right place at the
right time to enable informed decisions and improve efficiency. Knowledge management
provides value to all stages of the service lifecycle by providing secure and controlled access to
the knowledge, information and data that is needed to manage and deliver services.

The TxDOTNow Knowledge Management System (KMS) is a vehicle designed to support the
retrieval, dissemination, and storage of process-based best practices for all end users.

The Knowledge Management System is utilized by [Company]/TxDOT ITIL Users, [Company] Service
Desk, End-User (Customers), [Company] Support Groups and SME’s.

Note: Submitter as used throughout this process refers to any of the following: [Company]/TxDOT
ITIL Users, [Company] Service Desk, End-User (Customers), [Company] Support Groups and SME’s.

The objective of the Knowledge Management Process is:

e Improve the quality of management decision- making by ensuring that reliable and secure
knowledge, information and data is available throughout the service lifecycle

¢ Enable [Company] to be more efficient and improve quality of service, increase satisfaction and
reduce the cost of service by reducing the need to rediscover knowledge

¢ Ensure that [Company] Support Group(s) has a clear and common understanding of the value
that their services provide to customers and the ways in which benefits are realized from the
use of those services

e Maintain TXDOTNow as a knowledge management system (KMS) that provides controlled
access to knowledge, information and data that is appropriate for each audience

¢ Gather analyses, store, share, use and maintain knowledge, information and data throughout
the organization

1.1 Intellectual Property

Intellectual property (IP) is a legal concept referring to creations of the mind for which exclusive
rights are recognized (for example, copyrighted materials). Under intellectual property law,
owners are granted certain exclusive rights to a variety of intangible assets, such as musical,
literary, and artistic works; discoveries and inventions; and words, phrases, symbols, and designs.
Intellectual property rights include copyrights, trademarks, and patents. Copyrighted materials
may include images, photographs, recordings, and even screenshots.

Use of copyrighted information, as described above, for instruction and training is allowed, in
some cases, under the Fair Use Doctrine (Title 17, U.S. Code).
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1.2 Security Compliance and Confidentiality

All TxDOT employees, contractors and external users are required to review and sign the TxDOT
Information Resources Security Compliance and Confidentiality Agreement (Form 1828a, b, ¢, d) as
part of the on-boarding process. It is important to train staff to understand the importance of not
revealing confidential information or sharing valuable intellectual property outside the
appropriate boundaries when they make use of these communication channels. There should be a
clear distinction between resources on the public internet and private resources within the
organization. Refer to the [Link]. process located in the [Link] of the SMM Wiki on TxDOT O365
for further details on the TxXDOT Information Resources Security Compliance and Confidentiality
Agreement (Form 1828a, b, c, d)

2 Process Scope

Knowledge Management Process states that knowledge management is a whole lifecycle-wide process
in that it is relevant to all lifecycle stages. The scope of Knowledge Management includes the
internally created and managed knowledge as well as the knowledge acquired through interactions
with TxDOT and [Company] SMEs.

The Knowledge Base is a managed system used in TXDOTNow for articles and news posts. The ERP
knowledge content is managed through the ERP Help Desk and does not follow the overall
Knowledge Management process.

The following types of items can and will be found in the KB:
¢ General Information
¢ DPolicies and Procedures for the [Company] Service Desk to support end users
e FAQs
e Workarounds (Refer to the Key Terms/Acronyms and Definitions section below)
e How To and IT Training articles
e News of unplanned and planned outages

e Self-Help
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3 Process Triggers

The triggers of the Knowledge Management Process are:
e Incident
e Problem Record
e User submission

o Knowledge, information and data used by [Company] Service Desk to provide services
to TxDOT

e All [Company] Support Group(s)
e Training documentation in support of the [Company] Service Desk function
e RCA recap meetings

e  Projects

4 Process Inputs/Outputs

Inputs Tools Outputs / Deliverables

e Incident e TxDOTNow o Post News
e Problem Record o Approved KB article

e User submission

o Knowledge, information and data
used by [Company] Service
Desk to provide services to
TxDOT

o All [Company] Support Group(s)

e Training documentation in
support of the [Company]
Service Desk function

o RCA recap meetings

o Projects
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5 Process Flow and Description

The process diagram(s) and activity narrative(s) for the Knowledge Management Process are
described below.

5.1 Knowledge Management
Process Flow: Knowledge Management
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Process Description: Knowledge Management

Step Description

5.1.1 Identify knowledge data need

Determine what data needs to be captured and why. Knowledge identification can come from a variety
of ideas such as:

e Inorder to share information discovered during the incident resolution, an ITIL user can submit
an incident as a knowledge base article for a Knowledge Manager to review.

e Inorder to share information discovered during problem resolution or a documented
workaround, an ITIL user can submit a problem as a knowledge base article for KMS review
and publication.

e |TIL users can submit an existing document or newly created one for addition to the knowledge
base. Any documentation ITIL users have written for co-workers or customers concerning IT
can be submitted.

e  Projects introducing new systems to TxDOT should prepare documents to be added to the
knowledge base with the release of the system. Documents for customers and for ITIL users
to support the new system should be included.

e The knowledge gained from Root Cause Analysis (RCAs) is reviewed with Operations and
Process Owners to ensure the team is aware of the actions taken and the plans to prevent
future incidents from occurring. The Problem Management Process Owner may submit a
knowledge base article based on outcome.

e  The [Company] Communications Manager determines that a change or incident impacts the
ITD_ALL email distribution group, then a news alert is entered into the TXDOTNow ESS IT
Alerts portal

o  Refer to the [Link] for details on news alerts. The [Link] is located in the [Link] of the
SMM Wiki on TXDOT 0365

5.1.2 Capture knowledge information

There are various events that may trigger the collection of knowledge information, including but not
limited to:

o  Posting news on the News scroll for P1, outages, and other important events
o  Removing news posts from the scroll when outage or event is resolved

o  Submitting incident and problem tickets as knowledge submissions when resolution is deemed
useful to other ITIL users and/TxDOT end users

o  Creating new submissions for topics in an area of expertise and/or a researched area to share
as a knowledge article with other ITIL users and/or customers

o  Submitting knowledge base submissions to modify articles when systems change or articles
are found to be incorrect

[company] Knowledge Management Process Page 10 of 16
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Step Description

5.1.3 Submit Knowledge Base article submission
Any TxDOTNow user can submit a knowledge base submission for publication to the managed
knowledge base as an article. Submissions can be submitted by TxDOT users through the ESS portal by
selecting “Submit a Knowledge Article” from the navigation ribbon under “Knowledge.” ITIL users can
submit from an incident by selecting Knowledge in the Resolution Information tab, problem by selecting
Knowledge in the Closure Information tab, or directly through the Knowledge Base (KB) application by
selecting the “Knowledge” Tab from the Application Manager (left navigation pane of ITIL view) in
TxDOTNow.
5.1.4 Receive and review submission
All knowledge article submissions are subjected to review led by the Knowledge Manager. Review
articles for relevance, possible duplication, grammar, and punctuation and formatting.
Based on content, contact the SME via email and request review of the submission for accuracy and
completeness.
Refer to the [Link] for further details on criteria for review of submission to determine if acceptable.
5.1.5 Submission Approved?
As the Subject Matter Expert (SME), determine if the submission is ready for approval. SMEs can be
identified as the Submitter, [Company] User, TxDOT ITIL User, Process Owners, Knowledge Manager.
e IfYes, proceed to Publish article
e |f No, proceed to Notify Submitter of rejection
A generated email by the Knowledge Manager will be sent to the submitter via TxDOTNow once the
review process has been completed. The emails will state whether the article has been accepted and
published or rejected.
Provide feedback regarding the rejection in the Additional Comments section of the TXxDOTNow ticket.
5.1.6 Notify Submitter of rejection or duplication
If the article submission is rejected, update the article submission to ‘Closed, Invalid’. The article will not
be published.
If duplicate, notify the submitter of the duplicate article and update the article submission to ‘Closed,
Duplicate’.
TxDOTNow will send an email notification generated by the Knowledge Manager to the submitter that
the article was not accepted or closed as a duplicate.
5.1.7 Review rejection
Review the rejection and determine if the article needs to be updated or retracted.
5.1.8 Re-Submit?
Determine if the rejected article is ready to be re-submitted.
o IfYes, proceed to Submit Knowledge Base article
o IfNo, proceed to End (no action needed)
[company] Knowledge Management Process Page 11 of 16

(TMPL00002_REV(12/09/2014,v0.5)



[Company logo] Knowledge Management Process

? ’
Texas
Department
of Transportation

Step Description

5.1.9

Publish article

Once the article is approved, publish the article to the KB by updating the article submission to ‘Closed,

Article(s) Created’. This generates a KB article number to reference the posting.
Refer to the [Link] for further details.

5.1.10

Manage data, information and knowledge

As with all processes, the capture and usage of data and information to support knowledge management

and decision-making requires attention to ongoing improvement.
Knowledge rests on the management of the information and data that underpins it.
The Knowledge Manager will annually review articles based on the following criteria:
o Atticles flagged
o Articles with low ratings based upon User feedback when the articles are viewed
o Feedback comments
e Introduction of system upgrades and replacement technology
o  Articles expired

Provide the initial assessment of an article to determine if it should be a candidate for retirement or
modification.

Obsolete articles that are no longer useful may be retired

5.1.11

Use the knowledge management system

Providing servicestousers acrosstime zones, work cycles and geographies requires good
knowledge-sharing across all locations and time periods of service operation. TXDOTNow
has been established as the knowledge management system (KMS)thatcan be shared,
updated and used by operating entities, partners and customers.

[Company] Service Desk, [Company]/TxDOT ITIL Users and SMEs will utilize KB to
assist in providing customer resolution.

End-Users (Customers), [Company] Support Groups and SMEs will utilize KB for
informational content and self-help practices.

End of Process

[company]
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6 RACI

A RACI matrix, describes the participation by various roles in completing tasks or deliverables for a
specific process.

¢ R-Responsible — Those who do the work to achieve a task

¢ A - Accountable — The Role who is ultimately accountable for the correct and thorough completion of
the deliverable or task, and the one to whom Responsible is accountable. Typically, the Process Owner
is Accountable for a process, and there must be only one Accountable specified for each task or
deliverable.

¢ C- Consulted — Those who are not directly involved in a process but provide inputs and whose

opinions are sought.

¢ I-Informed - Those who receive outputs from a process or are kept up-to-date on progress, often

only on completion of the task or deliverable.

Responsibility

Submitters
Process Step [Company] [Company]/TxDOT| SME [Company]
End-Users Service ITIL Users Knowledge
(Customers) Desk [EoRany Manager
(Tier-1) BUREE
Groups
5.1 Knowledge Mgmt. Process
5.1.1 Identify knowledge R R R R R A
data need
5.1.2 Capture
knowledge R R R R R A
information
51.3 Submit Knowledge R R R R R A
Base article
514 | Receiveand Iic e e Iic Iic AR
review submission
515 | Submission Iic e e ICR | WCR AR
Approved?
5.1.6 Notify Submitter of
rejection or | | | | | AR
duplication
5.1.7 Review rejection R R R R R A
5.1.8 Re-Submit? R R R R R A
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Responsibility

Submitters
Process Step [Company] [Company)/TxDOT| SME [Company]
End-Users Service ITIL Users [Company] Knowledge
(Customers) Desk Su po ny Manager
(Tier-1) PP
Groups
5.1.9 Publish article | | | | | AR
5.1.10 Manage data,
information and c AR
knowledge
5.1.11 Use the
knowledge R R R R R A
management
system

7 Reporting and Metrics

The [Link] is used to identify, log and track the Knowledge Management KPI's with calculation details
and is located in the [Link].

The [Link] worksheet is used to manage the Knowledge Management KPI's performance with
reporting details and is located in the [Link].

The [Link] worksheet provides links to the identified data report(s).

The [Link] is used to identify, log, and track the Knowledge Management Reports and is located in the
[Link].

Note: Through Continual Service Improvement (CSI), KPI's are subject to change as this process
matures.

8 Policy

All policies pertaining to this process are located on the [Link]

9 Key Terms/Acronyms and Definitions

Definition

KB A Knowledge Base system is a centralized repository for informational content that is utilized by the
[Company] Service Desk, [Company)/TxDOT ITIL Users, End-Users (Customers), [Company] Support
Groups and SME’s.  TxDOTNow is TxDOT'’s source Knowledge Base system.

[company] Knowledge Management Process Page 14 of 16
(TMPL00002_REV(12/09/2014,v0.5)



g’ ’
Texas

[Company logo] Knowledge Management Process L‘;ﬁ”}mﬁ’

Term Definition

Knowledge | Knowledge is centralized, informational content that is useful, valuable, and utilized to allow its users to
make informed decisions.

KMS Knowledge Management System:

TxDOTNow is a tool that is used to manage knowledge and information. The KMS stores, manages,
updates, and presents all information that an IT Service Provider needs to manage the full Lifecycle of IT
Services.

SME Subject Matter Expert

A person who is an authority in a particular area or topic.

Workaround | Workaround as defined in by ITIL: Workarounds are temporary solutions aimed at reducing or eliminating
the impact of Known Errors (and thus Problems) for which a full resolution is not yet available.

Refer to the [Link] is located on the [Link] of the SMM Wiki on TXDOT 0365 for further details.

Refer to the [Link] for any related terms/acronyms and abbreviations

10 Process(es) Impacted

Process Name

(include doc # if known)

[Link] located in the [Link] of the SMM | The Incident Management process restores normal service operations
Wiki on TxDOT 0365. to users as quickly as possible while minimizing the adverse impact on
business operations. This ensures that the best, possible levels of
service quality and availability are maintained.

[Link] is located on the [Link] of the It is the analysis of incidents that result in the need to raise a problem

SMM Wiki on TxDOT O365. record so that the underlying fault can be investigated further.
[Link] is located in the [Link] of the Release management has overall responsibility of safeguarding the
SMM Wiki on TxDOT O365. corporate environment ensuring no unauthorized changes are

introduced into the production environment.

[LinkJis located in the [Link] of the Access management is concerned with determining the allowed
SMM Wiki on TxDOT O365. activities of legitimate users and mediating the different levels of
access for service or a group of services. Access management does
not decide who has access to which IT services, but enforces
decisions to restrict or provide access as mandated by TxDOT policy,
which is defined in the TXxDOT Information Security Manual.
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Process Name

(include doc # if known)

[Link] is located in the [Link] of the The purpose of the Change Management End User Communication
SMM Wiki on TXDOT 0365 process is to define the method for communicating with TxDOT as a

result of changes to the production operating environment impacting
TxDOT End Users.

11 Appendix
N/A
End of Document
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