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1 Process Definition and Objective

It is the analysis of incidents, break/fix, issues, and anything that can be identified as a possible
problem that result in the need to raise a problem record so that the underlying fault can be
investigated further.

The objectives of the problem management process are to:

Prevent problems and resulting incidents from happening
Eliminate recurring incidents

Minimize the impact of incidents that cannot be prevented
Diagnose the root cause of an incident or number of incidents
Take corrective action in order to eliminate that root cause

Reduce the impact when it is cost-justifiable to do so

For Contractual Problem Management, please refer to the [Link]

1.1 Major Problem

Major problem is a result of a P1 Incident which requires a Root Cause Analysis (RCA).
As part of the Problem Management Process, major problem reviews are conducted weekly.

Major problem reviews are a source of input to proactive problem management through
identification of underlying causes that may be discovered in the course of the review.

The knowledge gained is reviewed at the Daily Ops meeting once a week with Service Delivery
Managers to ensure the team is aware of the actions taken and the plans to prevent future major
incidents from occurring. This helps to improve customer satisfaction and assures TxDOT that
[Company] is handling major incidents responsibly and actively working to prevent their future
recurrence.

2 Process Scope

Problem management includes the activities required to diagnose the root cause of incidents and to
determine the resolution to those problems. It is also responsible for ensuring that the resolution is
implemented through the appropriate control procedures.

Problem management will also maintain information about problems and the appropriate
workarounds and resolutions, so that the organization is able to reduce the number and impact of

incid

ents over time.
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3 Process Triggers

With reactive problem management, the vast majority of problem records will be triggered in reaction
to one or more incidents, and many will be raised or initiated via Service Desk. Other problem records,
and corresponding known error records, may be triggered in testing, particularly the latter stages of
testing such as user acceptance testing/trials (UAT), if a decision is made to go ahead with a release
even though some faults are known. Suppliers may trigger the need for some problem records
through the notification of potential faults or known deficiencies in their products or services. Problem
records can be requested and/or opened by any requester, including TxDOT and internal ITIL Users.

Another trigger for problem management is an automated detection of an infrastructure or application
fault, using event/alert tools automatically to raise an incident which may reveal the need for a
problem record.

With proactive problem management, problem records are triggered by identification of patterns and
trends in incidents when reviewing historical incident records.

TxDOTNow has the following automated rules in place:

e  For EVERY P1 Incident Ticket, a P1 Problem Ticket is generated

e If 5 P2s Incidents are opened within 7 days (same CI), a P2 Problem Ticket is generated
e If 15 P3 Incidents are opened within 7 days (same CI), a P3 Problem Ticket is generated

*  Regardless of their priority if 45 Incidents are opened within 30 days (same CI), a P4 Problem
Ticket is generated

4 Process Inputs/Outputs

Inputs Tools Outputs / Deliverables

¢ Incident Management e TXxDOTNow o Problem Records
o Service Desk o [Link] e Change Request (CR)
o Event Management ¢ Root Cause Analysis (RCA)
o Proactive Problem form

Management o Known Errors
e Suppliers o Work-Around
e Reports o Knowledge Articles

5 Process Flow and Description
The process of Problem Management is composed of the following sub-processes:
e Problem Detection and Logging

¢ Problem Categorization and Prioritization

[Company] Problem Management Process Page 10 of 33
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e Problem Investigation and Diagnosis

e Major Problem Review, Closure, and Reporting
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5.1 Problem Detection and Logging
Process Flow: Problem Detection and Logging
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Step Description

5.1.1 [ Problem(s) detected

There are multiple ways that Problems are detected:

e Major Incidents

e Reactive problem management is concerned with solving problems in response to one or more
incidents

e Proactive problem management is concerned with identifying and solving problems and known
errors before further incidents related to them can occur again. Proactive Problem Mgmt.
includes:

e |nformation from other Process Owners

e Analysis of incident and problem data by the [Company] Incident Resolver Groups
(Tier 2)

Note: Suspicion or detection of a cause of one or more incidents by the Service Desk, resulting in a
problem record being raised — the desk may have resolved the incident but has not determined a
definitive cause and suspects that it is likely to recur, so will raise a problem record to allow the
underlying cause to be resolved. Alternatively, it may be immediately obvious from the outset that an
incident, or incidents, has been caused by a major problem, so a problem record will be raised without
delay.

5.1.2 | Match findings with existing Problem Records

Once the problem record is created in TXDOTNow, check if the problem can be attributed to already
known Problems.

If associated problem(s) exist, notify the initiator of the existing problem record.

51.3 Need to create new Problem Record?
Determine if a new Problem Record needs to be created based on the review.
e |fYes, proceed to Create Problem Record

e If No, proceed to End

[Company] Problem Management Process Page 14 of 33



—f*

lTexas
Department
of Transportation
[Company logo] Problem Management Process

Step Description

5.1.4 | Create Problem Record

Regardless of the detection method, all the relevant details of the problem must be recorded so that a
full historic record exists. This must be date and time stamped to allow suitable control and escalation. It
is difficult to be exact, as cases may vary, but typically this will include details such as:

o User details

o Service details

e  Equipment details

e Dateftime initially logged

o Initial Priority and categorization details

e Incident description

o Incident record numbers or other cross-reference

e Details of all diagnostic or attempted recovery actions taken

IT Support (including Service Delivery Member with ITIL User access) has the capability to create a
Problem Record in the TXDOTNow. All details updated in the TXDOTNow problem record fields.

5.1.5 | Match Problem Record to past Incidents

A cross-reference is made to the incident(s) which initiated the problem record — and all relevant details
are copied from the incident record(s) to the problem record.

If applicable, in the Related Link section of TXDOTNow, select New button to include all Incidents
attributable to the Problem.

Proceed to Categorization and Prioritization

End of Process

[Company] Problem Management Process Page 15 of 33
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5.2 Problem Categorization and Prioritization
Process Flow: Problem Categorization and Prioritization
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Process Description: Problem Categorization and Prioritization

[Company] Problem Management Process Page 17 of 33



= .

Texas
[Company logo] Problem Management Process | ﬁi:’”p”ni

Step Description

5.21 | Categorize Problem

Problems are categorized by indicating the Cl affected.

5.2.2 | Prioritize Problem
Currently, problem records reflect the prioritization within the associated Incident ticket.

However; some problem records may not have an incident ticket, and the Problem Manager will then prioritize the
ticket based on impact and urgency.

Although problems are primarily prioritized based on incidents, review of the problem records may determine that
the prioritization needs to be changed depending on the severity of the identified problems.

Note: Refer to the Priority definitions located in the [Link]

5.2.3 | Assign Problem Record

In TXDOTNow, review and analyze problem record(s) in order to assign record to the proper user or [Company]
Incident Resolver Group. The record may be assigned to yourself, as well. The problem record is assigned to the
[Company] Incident Resolver Group closely related to the issue at hand.

When assigning a ticket to a [Company] Incident Resolver Group, validate the ticket state and change, if
necessary. The states in TXxDOTNow are as follows:

o New - The initial state a ticket is in when a new ticket is created

o Work In Progress — This state is used when a ticket is still active but not in a pending state.

e  Pending Vendor - State when the Resolver is waiting on action and/or information from the vendor.
When using that state, be sure to enter any pertinent vendor information on the ‘Vendor Information’ tab,
i.e. Vendor Name, Vendor Ticket number, efc.

e Pending Business — State when the Resolver is waiting on information from the business, including
waiting for approval from TxDOT on the RCA submission

e Pending Change - State when the Resolver is waiting on a change to occur

e Known Error — This state identifies the problem cannot be resolved, because the issue has no fix, too
costly or the fix is not warranted

e Cancelled - State identifies a ticket that is no longer needed,

e Resolved — This pertains to Problem tickets with RCAs. The problem has been fixed, but the RCA is still
in the process of being finalized. Unknown errors will remain in resolved state until the known error is
cleared,

e  Closed — Problem has been fixed and completed

5.2.4 | Does the Problem need an RCA?
Determine if the Problem requires a Root Cause Analysis (RCA) to be completed.
e If Yes, proceed to Develop a draft RCA report
e I No, proceed to Problem Investigation and Diagnosis
Note: Problem Manager is responsible for this step until the RCA Process has been approved.
Refer to the [Link] to assist in determining whether an RCA is needed.
The [Link] is located in the [Link] of the SMM Wiki on TxDOT 0365.
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Step Description

5.2.5 | Follow the RCA Process
Follow the [Link] to draft a RCA report. Triggers of the [Company] TXDOT RCA are referenced in the [Link]
Refer to the [Link] for details on submitting a RCA draft using the [Link]

The [Link] is located in the template library of the SMM Wiki.
The [Link] is located in the [Link] of the SMM Wiki on TxDOT 0365.

Proceed to Problem Investigation and Diagnosis

End of Process
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5.3 Problem Investigation and Diagnosis

Process Flow: Problem Investigation and Diagnosis
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Process Description: Problem Investigation and Diagnosis
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Step Description

5.3.1 [ Investigate the Problem and determine its root cause
At this stage, an investigation should be conducted to try to diagnose the root cause of the problem — the speed
and nature of this investigation will vary depending upon the impact, severity and urgency of the problem — but the
appropriate level of resources and expertise should be applied to finding a resolution commensurate with the
priority code allocated and the service target in place for that priority level.
If appropriate, recreate the failure using a test-system to confirm that any assumptions made are correct.
5.3.2 | Known Error record?
During the incident investigation, determine if a new Known Error needs to be initiated. Note: A problem record is
flagged as a Known Error if the incident cannot be resolved and a root cause and workaround needs to be
documented.
o IfYes, proceed to Follow the Known Error Process
e |f No, proceed to Identify possible resolutions for the Problem
5.3.3 | Follow the Known Error Process
Follow the Known Error Process to document the root cause and a workaround.
Known Errors help restore the failed services quicker. A workaround may be identified and added to the
workaround field under the Closure Information tab to detect and help resolve any recurrences.
When a workaround has been identified, review the record and determine if it needs to be reprioritized to ensure
that the record receives appropriate priority. Update the Priority field in the TXDOTNow Problem Module.
The [Link] is located in the [Link]of the SMM Wiki on TxDOT 0365
Proceed to Update the Problem Record
5.3.4 | ldentify possible resolutions for the Problem
Research ways to solve the root cause of the Problem. Use appropriate tools to identify and diagnose the exact
point of failure, including but not limited to:
o  TxDOTNow Known Error Database (KEDB) (Located in the Problem Mgmt. module)
o  TxDOTNow Knowledge Base
o  Chronological analysis
e (CMDB
[Company] Problem Management Process Page 22 of 33
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Step Description

5.3.5 | Will Problem be corrected?

Determine if the Problem will be corrected.

e IfYes, proceed to Follow the Change Management Process
o IfNo, proceed to Follow the Known Error Process

Once a root cause has been found and a solution to remove it has been developed, it should be applied to
resolve the problem. However, there may be some problems for which a business case for resolution
cannot be justified (e.g. where the impact is limited but the cost of resolution would be extremely high). In
those cases, ensure to document the problem record according with the related Known Error and / or
Workaround.

5.3.6 | Follow the Change Management Process

If a change is required as part of the problem resolution, then invoke the [Link] to implement changes necessary
for the incident resolution.

The [Link] Process is located in the [Link] of the SMM Wiki on TxDOT O365.

5.3.7 | Did Change Management correct the issue?
o IfYes, proceed to Update the Problem Record

e |f No, proceed to Will Problem be corrected?

5.3.8 | Update Problem Record

Update the problem record with all relevant information and details, Also ensure that all other related
documentation (RCA, CR) required has been completed. Include any information on the ticket that is relevant to
the resolution of the problem.

At this time, determine if other [Company] Incident Resolver Group(s) will benefit from a Knowledge Article. If
s0, check the Knowledge check-box in the ‘Closure Information’ tab and add any pertinent information and follow
the [Link].

The [Link] is located in the [Link] of the SMM Wiki on TxDOT 0365

5.3.9 |Is Problem Resolved?
Once the record is updated, confirm that the problem is resolved.
e |fYes, proceed to Confirm Problem resolved

e If No, proceed to Follow the Known Error Process

5.3.10 | Confirm Problem resolved

Include any information on the ticket that is relevant to the resolution of the problem, including user confirmation.

Proceed to Major Problem Review, Closure and Reporting.

End of Process
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5.4 Major Problem Review, Closure and Reporting

Process Flow: Major Problem Review, Closure, and Reporting
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Process Description: Major Problem Review, Closure, and Reporting
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Step Description

5.4.1 Was the Problem a P1?

o IfYes, proceed to Perform Major Problem Review

o IfNo, proceed to Close the Problem Record

5.4.2 | Perform Major Problem Review
Conduct formal review of RCA during weekly Problem Management meetings.
Major Problem / RCA Review consists of:

o Verifying Problem was successfully solved

o  Define and perform any required follow-up actions

e Assess what was done correctly or incorrectly

o Determine what could be done better in the future

o Determine how a recurrence of the Problem can be avoided

e Document any knowledge/lessons learned

Check RCA for consistency, ensure that all Action Items are identified and Technical Team reports on lifecycle
progress.

The review team consists of the Service Delivery Managers, Operational Delivery Manager, and
Technical Team(s).

For further details on the completing the RCA, refer to the [Link] located in the [Link] of the SMM Wiki on TxDOT
0365.

5.4.3 Close Problem Record

Check whether the record contains a full historical description of the activities required to solve the Problem. The
Problem will then be ok to Close.

When a final resolution has been applied, the problem record is formally closed. If a related incident record is
found to be open, the Resolver will validate and close. A check is performed at this time to ensure that the record
contains a full historical description of all events and if not, the record should be updated.

Update the KEDB with any new details.

5.4.4 | Perform Weekly Problem Management Reporting

On a weekly basis gather data and provide the Problem Mgmt. Reports to [Company] and TxDOT Leadership
teams during the Daily Ops meeting.

The following reports are created:
e  Problem Trending
e RCA List
e  Problem Daily Data
Upload completed Problem Mgmt. Reports to the [Link]

Proceed to End
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Description

End of Process
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6 RACI

A RACI matrix, describes the participation by various roles in completing tasks or deliverables for a specific process.

e R -Responsible — Those who do the work to achieve a task. There is typically one role with a participation type of Responsible.

e A -Accountable — Those who are ultimately accountable for the correct and thorough completion of the deliverable or task, and the one to whom Responsible is accountable. Typically, the Process
Owner is Accountable for a process, and there must be only one Accountable specified for each task or deliverable.

e C - Consulted — Those who are not directly involved in a process but provide inputs and whose opinions are sought.

e |- Informed — Those who receive outputs from a process or are kept up-to-date on progress, often only on completion of the task or deliverable.
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Process Step Responsibility ‘
[Company] Problem Manager [Company] Incident Resolver Group Service Desk [Company] Contract Management

Detection and Logging

5.1.1 Problem(s) detected AIR/IC RICII R/CII

5.1.2 Match findings with existing Problem A RII RII
Records

5.1.3 Need to Create Problem Record? A R/ R/

5.1.4 Create Problem Record A R/ R/

5.1.5 Match Problem Record to past Incidents AR Ri Ri

5.2 Categorization and Prioritization ‘

5.21 Categorize Problem AR R/l R/l

5.2.2 Prioritize Problem AR R/ R

5.2.3 Assign Problem Record A R R

5.2.4 Does the Problem need an RCA? A R lic

5.2.5 Follow RCA Process A R lic

5.3 Investigation and Diagnoses

5.3.1 Investigate the Problem and determine A R
root cause

5.3.2 Known Error Record? A R IIR
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Process Step Responsibility ‘
[Company] Problem Manager [Company] Incident Resolver Group Service Desk [Company] Contract Management
5.3.3 Follow the Known Error Process A R IIR
5.3.4 Identify possible resolutions for the | AR
Problem
5.3.5 Will Problem be corrected? AR R/C
5.3.6 Follow the Change Management Process | AR
5.3.7 Did Change Management correct issue? | AR
5.3.8 Update the Problem Record AR R
5.3.9 Is Problem Resolved? A R |

Major Problem Review, Closure, and Reporting

5.4.1 Was the Problem a P1? A R IIC

5.4.2 Perform Major Problem Review AR R |
5.4.3 Close Problem Record A Ri |

5.4.4 Perform Weekly Problem Management
Reporting AR | |
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7 Reporting and Metrics

Frequent and regular analysis of incident and problem data should be performed to identify any trends
as they become discernible. The following reporting is currently available:

Top Ten CI's

The [Link] reports helps to identify the configuration items that have the most incidents open.
This report is produced weekly and monthly. By identifying these top CI's we can identify the
recurring incidents and its underlining causes.

Reduce Age of Problem Tickets Report

Problem Manager ensures that a weekly report is run by delivery team and by priority. The
problem manager and Overall Delivery Manager review this report weekly.

Metrics reports identified above are maintained on the [Link].

The [Link] is used to identify, log, and track the various Problem Management Reports. The [Link] is
located on the [Link].

KPI’s and reports as identified by the operations manager are reported during the Daily Ops meetings.

The [Link] is used to identify, log and track the Problem Management KPI’'s with calculation details and
is located in the [Link] in the [Link]

Note: Through Continual Service Improvement (CSI), KPI's are subject to change as this process matures.

8 Policy

All policies pertaining to this process are located on the [Link]

9 Key Terms/Acronyms and Definitions

Term Definition

Known Error A Known Error is a problem that has a documented root cause and a workaround.
Known errors are created and managed throughout their lifecycle by problem
management. Known errors may also be identified by development or suppliers.

KEDB Known Error Database is a database containing all known error records. This database
is created by problem management and used by incident and problem management.
The known error database is currently the TXxDOTNow Problem Mgmt. module

RCA Root Cause Analysis is an activity that identifies the root cause of an incident or
problem. Root cause analysis typically concentrates on IT infrastructure failures.

Problem A problem is a cause of one or more incidents, break/fix, or issues. The cause is not
usually known at the time a problem record is created, and the problem management
process is responsible for further investigation.

Incident An incident is an unplanned interruption to an IT service or reduction in the quality of
an IT service. Failure of a configuration item that has not yet affected service is also an
incident — for example, failure of one disk from a mirror set.

Refer to the [Link] for any related terms/acronyms and abbreviations
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10 Process(es) Impacted

Process Name Impact

[Link] Process is located in the [Link]
of the SMM Wiki on TxDOT 0365.

The Incident Management process restores normal service operations
to users as quickly as possible while minimizing the adverse impact on
business operations. This ensures that the best, possible levels of
service quality and availability are maintained.

If Problem management develops a work-around that addresses the
incident without solving the root cause, then the incident becomes a
“Known Error.” If Problem Management establishes the root cause
and a resolution, they need to alert Incident Management so the
“‘Known Error” tickets can benefit from the resolution and have their
status shifted to “closed” once the corrective work is completed.

[Link] is located in the [Link] of the
SMM Wiki on TXDOT 0365

TxDOT requires a consolidated RCA form with an [Company] process
taking into the consideration the TxDOT process as noted in Section
4.1 Subsection G of the Master Services Agreement. Such process
will also take into consideration the [Company] Problem Analysis
responsibilities as stated in section 7.3 of the MSA.

[Link] is located in the [Link] of the
SMM Wiki on TXDOT 0365

A Known Error is a problem that has a documented root cause and a
workaround. Even if there is no workaround identified it can be
recorded within the KEDB. This is used for informational purposes at
the Service Desk.

A Known Error record contains the status, root cause, workaround,
and associated problem record along with the related incident records.

[Link] Process is located in the [Link]
of the SMM Wiki on TxDOT 0365

Change Management oversees and manages the successful
introduction of changes into the TXDOT IT system or environment. A
change is anything that alters the status of a Configuration ltem (CI).
This typically includes anything that adds to, deletes from, or modifies
the production IT environment. The definition of a change is the
addition, modification, or removal of approved, supported, or baseline
hardware, network, software or application.

If a change is needed to correct the Known Error, a CR must be filed
and handled through the Change Management. Once the change is
completed, the “Known Error” is closed.

[Link] Process is located in the [Link]
of the SMM Wiki on TxDOT 0365

The purpose of the Knowledge Management Process is to share
perspectives, ideas, experience and information. This process also
ensures that knowledge is available in the right place at the right time
to enable informed decisions and improve efficiency. Knowledge
management provides value to all stages of the service lifecycle by
providing secure and controlled access to the knowledge, information
and data that is needed to manage and deliver services.
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11 Appendix
N/A

End of Document
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